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© 2011 Mile2. All Rights Reserved. This is unpublished material and contains trade
secrets and other confidential information and is subject to a confidentiality agreement.
The unauthorized possession, use, reproduction, distribution, display, or disclosure of
this material or the information contained herein is prohibited. The methodology used to
audit the computer systems is considered proprietary intellectual information of MILE2,
and may not be disclosed without written permission from MILE2. MILE2 gives
permission to copy this report for the purposes of disseminating information within your
organization, or any regulatory agency.

Confidentiality

This document contains company confidential information of a proprietary and sensitive
nature. As such, this document should be afforded the security and handling
precautions that a confidential document warrants. This document should have a
controlled distribution to relevant parties only, and should not be copied without written
permission.

MILEZ treats the contents of a security audit as company confidential material, and will
not disclose the contents of this document to anyone without written permission.
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Network Assessment Details

1.0 Introduction

On March 15, 2011, Mile2 executed a penetration test for ABC Management on the
IP addresses listed below and have some suggestions to aid in further securing the
existing hosts found. The hosts and problems detected are discussed in greater
detail in the following sections.

mil e26s penetration t e SITMM hedOpem 8aurad | y
Security Testing Methodology Manual) and OWASP (Open Web Application Security
Project) Methodology.

The OSSTMM focuses on the technical details of exactly which items need to be
tested, what to do before, during, and after a security test, and how to measure the
results.

OWASP is an open community dedicated to enabling organizations to conceive,
develop, acquire, operate, and maintain applications that can be trusted.

Mile2 uses both open source and commercial based tools that are globally accepted
and are recognized by the PCI Security Standard Council.

The following vulnerability severity levels are used to categorize the vulnerabilities:

REMOTE ADMIN
Vulnerabilities successfully exploited to gain remote administrative privileges.

REMOTE USER
Vulnerabilities successfully exploited to gain remote unprivileged access.

Vulnerabilities successfully exploited to gain elevated privileges after gaining remote
unprivileged access.

CLIENT ACCESS
Vulnerabilities successfully exploited due to a user loading an exploit using a client
application such as a browser or media player.

UNSUCCESSFUL
Vulnerabilities which were not successfully exploited.
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The sections below summarize the results of the penetration test.
ABC SECURITY ASSESSMENT

External Server Security Assessment

Dur i ng exterhaktesting phases, the website was in the process of being
redesigned and transferred to a new server. It was decided that a second test would
be run as late as possible prior to report delivery to ensure that our findings would be
accurate for the systems moving forward. While it is clear that the web site has
been redesigned, it still resides on a Network Solutions Virtual Private Server, and is
sharing the same physical host with other unrelated parties. This fact significantly
hampered our abilities to conduct formal Penetration Testing, as it could affect the
availability of these other Network Solutions customers. Below are the results of the
series of assessments that we were lawfully able to perform.

OPERATING SECURITY CONTROLS

Operations Security (AKA AOPSECO0) is defi
process to deny potential adversaries information about capabilities and/or intentions by
identifying, controlling, and protecting unclassified information that gives evidence of the
pl anning and execution of sensitive acti)\

Given the nature of the organizationods b1
process. Whil e we are not experts in the
discerned that public presentation of certain operational resources and activities is
necessary. Among our findings from the web site were:

T Public identification of the organi zat
1 Public posting of articles and documents outlining the current activities and forward
strategies of the organization.

The security controls managing the dissemination of this information do not rely on the
web site itself, but instead rely on those who directly manage its content.

EB SERVER SECURITY CONTROLS
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VULNERABILITY IDENTIFICATION

The host itself was scanned and assessed, showing a number of critical vulnerabilities that are likely to exist
on the server. See below:
<PENN Web Report>

2.1.0 Web Host List
This table presents an overview of the hosts discovered on the network.

Netbios Host Critical  Areas of Potential
Host Name IP Address
Name Type Problems Concern Problems
www.abcmanagement.com 000.178.186.13 LINUX 0.0.24 4 3 4
434

2.1.1 External Host List
This table presents an overview of the hosts discovered on the network.

Netbios IP Host Critical Areas of Potential
AESINEITE Name  Address Type Problems Concern Problems
0-0-95- 0- 0 0 1
242 .dia.static.qwest.net 0.95.242
0-0-95- 0- 0 0 0
243.dia.static.qwest.net 0.95.243
0-0-95- 0- 0 0 0
244 dia.static.qwest.net 0.95.244
0-0-95- 0- e 0 0 4
247 .dia.static.qwest.net 0.95.247 2008 R?

2.2.0 Web Vulnerabilities by Severity

This section shows the overall number of vulnerabilities and services detected at
each severity level.
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potential areas of  critical
problems concern praoblems
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2.2.1 External Vulnerabilities by Severity

This section shows the overall number of vulnerabilities and services detected at each
severity level.

10

2.3.0 Web Hosts be Severity

This section shows the overall number of hosts detected at each severity level. The
severity level of a host is defined as the highest vulnerability severity level detected on tr
host.
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2.3.1 Hosts be Severity

This section shows the overall number of hosts detected at each severity level. The
severity level of a host is defined as the highest vulnerability severity level detected on that
host.

hosts with
potential problems
S0%
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2.4.0 Web Vulnerabilities by Class
This section shows the number of vulnerabilities detected in each of the following

classes.

Class Description

Web Vulnerabil_ities in web servers, CGI programs, and any other software offering
an HTTP interface

Mail Vulnerabilities in SMTP, IMAP, POP, or web-based mail services

File Transfer Vulnerabilities in FTP and TFTP services

Login/Shell Vulnerabilities in ssh, telnet, rlogin, rsh, or rexec services

Print Services Vulnerabilities in Ipd and other print daemons

RPC Vulnerabilities in Remote Procedure Call services

DNS Vulnerabilities in Domain Name Services

Databases Vulnerabilities in database services

Networking/SNMP Vulnerabilities in routers, switches, firewalls, or any SNMP service

Windows OS Missing hotfixes or vulnerabilities in the registry or SMB shares

Passwords Missing or easily guessed user passwords

Other Any vulnerability which does not fit into one of the above classes
10
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2.4.1 External Vulnerabilities by Class

This section shows the number of vulnerabilities detected in each of the following

classes.

Class Description

Web VuInerabi[ities in web servers, CGI programs, and any other software offering
an HTTP interface

Mail Vulnerabilities in SMTP, IMAP, POP, or web-based mail services

File Transfer Vulnerabilities in FTP and TFTP services

Login/Shell Vulnerabilities in ssh, telnet, rlogin, rsh, or rexec services

Print Services Vulnerabilities in Ipd and other print daemons

RPC Vulnerabilities in Remote Procedure Call services

DNS Vulnerabilities in Domain Name Services

Databases Vulnerabilities in database services

Networking/SNMP Vulnerabilities in routers, switches, firewalls, or any SNMP service

Windows OS Missing hotfixes or vulnerabilities in the registry or SMB shares
Passwords Missing or easily guessed user passwords
Other Any vulnerability which does not fit into one of the above classes
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2.5 Top 10 Vulnerable Hosts

This section shows the most vulnerable hosts detected, and the number of
vulnerabilities detected on them.
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2.5.1 Introduction: Top 10 Web Application Vulnerabilities

Industry leading tools were used to remotely perform the automated portion
of the assessment in conjunction with manual analysis and review process.
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This report documents and prioritizes discovered vulnerabilities.

The application tested is a fake banking application that was remotely
tested. The application is written in .NET The application uses Java Script
and Cascading Style Sheets. Credentials were used for the assessment.

The findings below are ordered by risk, with an emphasis on remediation
steps to obviate the exposure. Where possible, references are given for
hardening and best practices guidelines that apply to the exposure in
question.

Vulnerability 1

Vulnerability 1 Authentication / Weak
Authentication

Risk High

Reference http://www.kb.cert.org/vu
Is/id/466433

See Vimeo Reference
http://vimeo.com/171969
66

Affected URLs http://demo.testfire.net/bank
/login.aspx

Vulnerability Description

The application has a weak authentication mechanism. As a result, it is possible to

bypass the requirement of registering in order to access the literature section of the site.

Theaut hentication seems to rely completely on

part of the Apref o cookie. I f any user name |
[

S
of the site. The rest of the cooki e, includin
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Sign OFf | Contact Us | Fesdback | Search Gc|
AltoroMutual ) EMO

& My account PERSONAL SMALL BUSINESS [ msioe

IWANTTO... -
Ve Kt s Hello Admin User
® View Recent Transactions
® Transfer Funds Welcome to Altoro Mutual Online.
® Search News Arbicles.
o Customize Ske Lanquage viewAccount Detals: [ 7] g0

AADMINISTRATION
® View Application Values
o Edit Users

Brivacy Policy | Security Statement | 1§ 2010 Altoro Mutual, Inc.

| The Altoro Mutua! websie is published by Watchfire, Inc

he sole purpose of demonstrating the effectiveness of Watchfire vvad cts in dtecting web application vulnerabiliies and website defects. This site is not = real banking site. Similarities, if any, to third party products and/or websites are purely coincidental, This steis
1 provided "as is” vithout warranty of a» ements/terms,

lied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please go to hito//mm

| Copyright 2010, Watchfire Corporaion, Al ights reserved.

Vulnerability Recommendation

The authentication mechanism should check both username and password to verify
session validity. Once validity has been established, the session should be connected to
a session identifier value to help prevent tampering. Typically, this session ID is stored
into a cookie. Subsequently, the session identifier should be checked at each protected
page to ensure it is connected with a valid, authenticated session. Only then should the
protected page be shown to the user.

Vulnerability Recommendation

This file should be removed from the system. Also, the process of in place backups
should be discontinued. This will help ensure sensitive information is not leaked to
attackers.

Vulnerability 2

Vulnerability 2 Input Validation / SQL Injection
Risk High
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Reference
Affected URLs http://demo.testfire.net/
http://demo.testfire.net/bank/account.aspx
http://demo.testfire.net/bank/login.aspx
http://demo.testfire.net/bank/transaction.aspx
http://demo.testfire.net/bank/transfer.aspx
http://demo.testfire.net/subscribe.aspx

Vulnerability Description

A potential SQL injection vulnerability was identified. This may allow an attacker to gain
sensitive information and affect the back end database. Even though no sensitive data
was retrieved, it should be ensured that this condition does not exist in code. The
symptoms appear to be there.

See Vimeo Referendstp://vimeo.com/17196966

AltoroMutual @@( ‘g( | r‘g‘;m‘ﬁ-ni
2 uaLp = S ciiv

An Error Has Occurred

Summary:

ion ‘username = " id = (selectid i = tablename’)'.

Error Message:

System.Data.OleDb.OleDbExcaption: Syntax error. in query exprassion ‘username = " selact name from syscolumns vhere id = (select id from sysobjects where name = tablaname'). at Systam.Data.OleDb.
Ob. dbParams, l<Db

bel
dataset, DataTable[] datatabl ecord, Int32
IDbCommand command, CommandBehavior behavior) at System.Data.Common. Dbl et data:

u(n el e e Record pER R
8 al

Load

Eventargs )Svs‘emwblc ulo osd

and website defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are purely coincidental. This site is
o to /s

Vulnerability Recommendation

SQL I njection arises from an attacker6s manip
The best method of preventing SQL Injection attacks is thereby to separate the logic of

a query from its data. This will prevent commands inserted from user input from being

executed. The downside of this approach is that it can have an impact on performance,

albeit slight, and that each query on the site must be structured in this method for it to

be completely effective. If one query is inadvertently bypassed, that could be enough to

leave the application vulnerable to SQL Injection. The following code shows a sample

SQL statement that is SQL injectable.

sSql = "SELECT LocationName FROM Locations ";

sSqgl = sSql + " WHERE LocationID =" + Request["LocationID"];

oCmd.CommandText = sSq;

The following example utilizes parameterized queries, and is safe from SQL Injection attacks.
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$db = new mysqli("localhost", "user”, "pass", "database");

$stmt = $db -> prepare("SELECT priv FROM testUsers WHERE username=? AND password="2?");
$stmt -> bind_param("ss", $user, $pass);

$stmt -> execute();

In PHP version 5 and MySQL version 4.1 and above, it is possible to use prepared
statements through vendor-specific extensions like mysqli.

The application will send the SQL statement t
input. Instead, a parameter-?- is used as a placeholder for that input. In this way, user

input never becomes part of the command that SQL executes. Any input that an

attacker inserts will be effectively negated. An error would still be generated, but it

would be a simple data-type conversion error, and not something a hacker could exploit.

Input validation should be happening on all input coming from a user. The vast majority

of SQL Injection checks can be prevented by properly validating user input for both type

and format. The best method of doi ngonlyhi s i s
accepting specific account numbers or specific account types for those relevant fields,

or only accepting integers or letters of the English alphabet for others. Many developers

will try to validate input byod fAtbhleant.k H aissitcianlgloy
entails rejecting known bad data, such as a single quotation mark, by placing an
fescapeo character in front of it so that the

value. This approach is not as effective as white listing because it is impossible to know
all forms of bad data ahead of time.

Vulnerability 3

Vulnerability 3 Input Validation / Potential Blind SQL Injection
Risk High

Reference
Affected URLs http://demo.testfire.net/bank/login.aspx

Vulnerability Description

A potential Blind SQL injection vulnerability was identified. This may allow an attacker to

gain sensitive information and affect the back end database even though database error

messages are not being displayed. Even though no sensitive data was retrieved, it

should be ensured that this condition does not exist in code. The symptoms appear to

be there. The var i alvdrigble ondre followifigipage: i s t he fui d

See Vimeo Refereedttp://vimeo.com/17196966
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