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Network Assessment Details   
 
1.0  Introduction 

 
On March 15, 2011, Mile2 executed a penetration test for ABC Management on the 
IP addresses listed below and have some suggestions to aid in further securing the 
existing hosts found. The hosts and problems detected are discussed in greater 
detail in the following sections. 

mile2ôs penetration testing generally follows the OSSTMM (The Open Source 
Security Testing Methodology Manual) and OWASP (Open Web Application Security 
Project) Methodology.  

The OSSTMM focuses on the technical details of exactly which items need to be 
tested, what to do before, during, and after a security test, and how to measure the 
results.  

OWASP is an open community dedicated to enabling organizations to conceive, 
develop, acquire, operate, and maintain applications that can be trusted.  

Mile2 uses both open source and commercial based tools that are globally accepted 
and are recognized by the PCI Security Standard Council. 

 

2.0  Overview 

The following vulnerability severity levels are used to categorize the vulnerabilities:  

REMOTE ADMIN 
Vulnerabilities successfully exploited to gain remote administrative privileges. 
 
REMOTE USER 
Vulnerabilities successfully exploited to gain remote unprivileged access. 
 
PRIVILEGE ELEVATION 
Vulnerabilities successfully exploited to gain elevated privileges after gaining remote 
unprivileged access. 
 
CLIENT ACCESS 
Vulnerabilities successfully exploited due to a user loading an exploit using a client 
application such as a browser or media player. 
 
UNSUCCESSFUL 
Vulnerabilities which were not successfully exploited. 
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The sections below summarize the results of the penetration test. 
ABC SECURITY ASSESSMENT   
 
 
 
 
 
 
External Server Security Assessment 

 

During mile2ôs external testing phases, the website was in the process of being 
redesigned and transferred to a new server.  It was decided that a second test would 
be run as late as possible prior to report delivery to ensure that our findings would be 
accurate for the systems moving forward.  While it is clear that the web site has 
been redesigned, it still resides on a Network Solutions Virtual Private Server, and is 
sharing the same physical host with other unrelated parties.  This fact significantly 
hampered our abilities to conduct formal Penetration Testing, as it could affect the 
availability of these other Network Solutions customers.  Below are the results of the 
series of assessments that we were lawfully able to perform. 

 

OPERATING SECURITY CONTROLS 

Operations Security (AKA ñOPSECò) is defined by the Department of Defense as ñA 
process to deny potential adversaries information about capabilities and/or intentions by 
identifying, controlling, and protecting unclassified information that gives evidence of the 
planning and execution of sensitive activities.ò 
 
Given the nature of the organizationôs business, OPSEC can potentially be a very complex 
process.  While we are not experts in the organizationôs field of business, it is easily 
discerned that public presentation of certain operational resources and activities is 
necessary.  Among our findings from the web site were: 
 

¶ Public identification of the organizationôs staff and their general responsibilities. 

¶ Public posting of articles and documents outlining the current activities and forward 

strategies of the organization. 

The security controls managing the dissemination of this information do not rely on the 
web site itself, but instead rely on those who directly manage its content. 
 
 
 
WEB SERVER SECURITY CONTROLS 
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VULNERABILITY IDENTIFICATION 

 
The host itself was scanned and assessed, showing a number of critical vulnerabilities that are likely to exist 
on the server.  See below: 
<PENN Web Report> 

 
 

2.1.0 Web Host List  

This table presents an overview of the hosts discovered on the network.  
 

Host Name 
Netbios 
Name 

IP Address 
Host 
Type 

Critical 
Problems 

Areas of 
Concern 

Potential 
Problems 

www.abcmanagement.com  000.178.186.13 LINUX 0.0.24 
4 3 4 

4 3 4 

 

 
 
 
 
 
 
 
 
 

2.1.1 External Host List  

This table presents an overview of the hosts discovered on the network.  
 

Host Name 
Netbios 
Name 

IP 
Address 

Host 
Type 

Critical 
Problems 

Areas of 
Concern 

Potential 
Problems 

0-0-95-
242.dia.static.qwest.net 

  
0-
0.95.242 

  0 0 1 

0-0-95-
243.dia.static.qwest.net 

  
0-
0.95.243 

  0 0 0 

0-0-95-
244.dia.static.qwest.net 

  
0-
0.95.244 

  0 0 0 

0-0-95-
247.dia.static.qwest.net 

  
0-
0.95.247 

Windows 
Server 
2008 R2 

0 0 4 

 

 
 
2.2.0 Web  Vulnerabilities by Severity 

This section shows the overall number of vulnerabilities and services detected at 
each severity level.  
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2.2.1 External  Vulnerabilities by Severity 

This section shows the overall number of vulnerabilities and services detected at each 
severity level.  

  

 
 

2.3.0 Web Hosts be Severity 

This section shows the overall number of hosts detected at each severity level. The 
severity level of a host is defined as the highest vulnerability severity level detected on that 
host. 
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2.3.1  Hosts be Severity 

This section shows the overall number of hosts detected at each severity level. The 
severity level of a host is defined as the highest vulnerability severity level detected on that 
host. 
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2.4.0 Web  Vulnerabilities by Class 

This section shows the number of vulnerabilities detected in each of the following 
classes.  

 

Class Description 

Web 
Vulnerabilities in web servers, CGI programs, and any other software offering 
an HTTP interface 

Mail Vulnerabilities in SMTP, IMAP, POP, or web-based mail services 

File Transfer Vulnerabilities in FTP and TFTP services 

Login/Shell Vulnerabilities in ssh, telnet, rlogin, rsh, or rexec services 

Print Services Vulnerabilities in lpd and other print daemons 

RPC Vulnerabilities in Remote Procedure Call services 

DNS Vulnerabilities in Domain Name Services 

Databases Vulnerabilities in database services 

Networking/SNMP Vulnerabilities in routers, switches, firewalls, or any SNMP service 

Windows OS Missing hotfixes or vulnerabilities in the registry or SMB shares 

Passwords Missing or easily guessed user passwords 

Other Any vulnerability which does not fit into one of the above classes 
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2.4.1  External Vulnerabilities by Class 

This section shows the number of vulnerabilities detected in each of the following 
classes.  

 

Class Description 

Web 
Vulnerabilities in web servers, CGI programs, and any other software offering 
an HTTP interface 

Mail Vulnerabilities in SMTP, IMAP, POP, or web-based mail services 

File Transfer Vulnerabilities in FTP and TFTP services 

Login/Shell Vulnerabilities in ssh, telnet, rlogin, rsh, or rexec services 

Print Services Vulnerabilities in lpd and other print daemons 

RPC Vulnerabilities in Remote Procedure Call services 

DNS Vulnerabilities in Domain Name Services 

Databases Vulnerabilities in database services 

Networking/SNMP Vulnerabilities in routers, switches, firewalls, or any SNMP service 

Windows OS Missing hotfixes or vulnerabilities in the registry or SMB shares 

Passwords Missing or easily guessed user passwords 

Other Any vulnerability which does not fit into one of the above classes 
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2.5  Top 10 Vulnerable Hosts 

This section shows the most vulnerable hosts detected, and the number of 
vulnerabilities detected on them.  

 

 
 

2.5.1 Introduction: Top 10 Web Application Vulnerabilities  

 

Industry leading tools were used to remotely perform the automated portion 
of the assessment in conjunction with manual analysis and review process.  



 
 

 
 

ABC MANAGEMENT ï PENETRATION TEST REPORT 

          C O N F I D E N T I A L - P R O P E R T Y  O F  A B C  M A N A G E M E N T  
 

 

This report documents and prioritizes discovered vulnerabilities.   

The application tested is a fake banking application that was remotely 
tested. The application is written in .NET The application uses Java Script 
and Cascading Style Sheets. Credentials were used for the assessment. 

The findings below are ordered by risk, with an emphasis on remediation 
steps to obviate the exposure. Where possible, references are given for 
hardening and best practices guidelines that apply to the exposure in 
question.  

 
 

Vulnerability 1 
 

Vulnerability 1 Authentication / Weak 
Authentication 

Risk High 

Reference http://www.kb.cert.org/vu

ls/id/466433 

 

See Vimeo Reference 

http://vimeo.com/171969

66 
Affected URLs http://demo.testfire.net/bank

/login.aspx 

Vulnerability Description 

The application has a weak authentication mechanism. As a result, it is possible to 
bypass the requirement of registering in order to access the literature section of the site. 
The authentication seems to rely completely on whether or not ñusername=ò is set as 
part of the ñprefò cookie. If any username is set, the user can access the restriction part 
of the site. The rest of the cookie, including the ñpassword=ò portion, is ignored. 

http://www.kb.cert.org/vuls/id/466433
http://www.kb.cert.org/vuls/id/466433
http://vimeo.com/17196966
http://vimeo.com/17196966
http://demo.testfire.net/bank/login.aspx
http://demo.testfire.net/bank/login.aspx


 
 

 
 

ABC MANAGEMENT ï PENETRATION TEST REPORT 

          C O N F I D E N T I A L - P R O P E R T Y  O F  A B C  M A N A G E M E N T  
 

 

 

 

Vulnerability Recommendation 

The authentication mechanism should check both username and password to verify 

session validity. Once validity has been established, the session should be connected to 

a session identifier value to help prevent tampering. Typically, this session ID is stored 

into a cookie. Subsequently, the session identifier should be checked at each protected 

page to ensure it is connected with a valid, authenticated session. Only then should the 

protected page be shown to the user. 

Vulnerability Recommendation 

This file should be removed from the system. Also, the process of in place backups 
should be discontinued. This will help ensure sensitive information is not leaked to 
attackers.  

 

Vulnerability 2 

 

Vulnerability 2 Input Validation / SQL Injection 

Risk High 



 
 

 
 

ABC MANAGEMENT ï PENETRATION TEST REPORT 

          C O N F I D E N T I A L - P R O P E R T Y  O F  A B C  M A N A G E M E N T  
 

 

Reference  

Affected URLs http://demo.testfire.net/ 
http://demo.testfire.net/bank/account.aspx 
http://demo.testfire.net/bank/login.aspx 
http://demo.testfire.net/bank/transaction.aspx 
http://demo.testfire.net/bank/transfer.aspx 
http://demo.testfire.net/subscribe.aspx 

Vulnerability Description 

A potential SQL injection vulnerability was identified. This may allow an attacker to gain 
sensitive information and affect the back end database.  Even though no sensitive data 
was retrieved, it should be ensured that this condition does not exist in code. The 
symptoms appear to be there.  

See Vimeo Reference http://vimeo.com/17196966 

 

Vulnerability Recommendation 

SQL Injection arises from an attackerôs manipulation of query data to modify query logic. 
The best method of preventing SQL Injection attacks is thereby to separate the logic of 
a query from its data. This will prevent commands inserted from user input from being 
executed. The downside of this approach is that it can have an impact on performance, 
albeit slight, and that each query on the site must be structured in this method for it to 
be completely effective. If one query is inadvertently bypassed, that could be enough to 
leave the application vulnerable to SQL Injection. The following code shows a sample 
SQL statement that is SQL injectable. 

sSql = "SELECT LocationName FROM Locations "; 
sSql = sSql + " WHERE LocationID = " + Request["LocationID"]; 
oCmd.CommandText = sSql; 
The following example utilizes parameterized queries, and is safe from SQL Injection attacks. 

http://demo.testfire.net/
http://demo.testfire.net/bank/account.aspx
http://demo.testfire.net/bank/login.aspx
http://demo.testfire.net/bank/transaction.aspx
http://demo.testfire.net/bank/transfer.aspx
http://demo.testfire.net/subscribe.aspx
http://vimeo.com/17196966
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$db = new mysqli("localhost", "user", "pass", "database"); 
$stmt = $db -> prepare("SELECT priv FROM testUsers WHERE username=? AND password=?"); 
$stmt -> bind_param("ss", $user, $pass); 
$stmt -> execute(); 
 

In PHP version 5 and MySQL version 4.1 and above, it is possible to use prepared 
statements through vendor-specific extensions like mysqli. 

The application will send the SQL statement to the server without including the userôs 
input. Instead, a parameter-?- is used as a placeholder for that input. In this way, user 
input never becomes part of the command that SQL executes. Any input that an 
attacker inserts will be effectively negated. An error would still be generated, but it 
would be a simple data-type conversion error, and not something a hacker could exploit. 

Input validation should be happening on all input coming from a user. The vast majority 
of SQL Injection checks can be prevented by properly validating user input for both type 
and format. The best method of doing this is via ñwhite listingò. This is defined as only 
accepting specific account numbers or specific account types for those relevant fields, 
or only accepting integers or letters of the English alphabet for others. Many developers 
will try to validate input by ñblack listingò characters, or ñescapingò them. Basically, this 
entails rejecting known bad data, such as a single quotation mark, by placing an 
ñescapeò character in front of it so that the item that follows will be treated as a literal 
value. This approach is not as effective as white listing because it is impossible to know 
all forms of bad data ahead of time. 

 

Vulnerability 3 

 

Vulnerability 3 Input Validation / Potential Blind SQL Injection 

Risk High 

Reference  

Affected URLs http://demo.testfire.net/bank/login.aspx 

 

Vulnerability Description 

A potential Blind SQL injection vulnerability was identified. This may allow an attacker to 
gain sensitive information and affect the back end database even though database error 
messages are not being displayed. Even though no sensitive data was retrieved, it 
should be ensured that this condition does not exist in code. The symptoms appear to 
be there. The variable identified is the ñuidò variable on the following page: 

See Vimeo Reference http://vimeo.com/17196966 

http://demo.testfire.net/bank/login.aspx
http://vimeo.com/17196966
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